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About the Speaker 

• Charles is the Director of 
Advanced Projects for CorreLog, 
Inc. He is responsible for the 
CorreLog Agent for z/OS.  

• He was the founder and CTO of a 
company that developed a 
mainframe/PC file transfer 
program. As such, he was 
responsible for both mainframe 
and non-mainframe system 
technology and developers. 
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Agenda 

• Preface: Two Worlds of IT security 

• Real-time Alerts: Make your mainframe more 

secure by taking advantage of the security 

tools you probably already have  

• Brief Introduction to SIEM Systems 

• Reference Material 
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Preface: Two Worlds of IT Security 



Security in the Mainframe World 
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Security in the Network World 

Security Operations Center 

SIEM 

Web Server

Routers

Firewalls

Linux Windows

Unix
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The Two Meanings of “Syslog” 

• z/OS SYSLOG: “a data set 
residing in the primary job 
entry subsystem's spool 
space … used by application 
and system programmers to 
record communications 
about problem programs and 
system functions.”  
– MVS Planning: Operations 

• That is not what the rest of the IT 

industry means by “Syslog” 
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“Syslog” – The Network Security Meaning 

• “The BSD syslog Protocol”  

– IETF RFC 3164 and follow-ons RFC 5424, 5425, 
5426 and 6587 

– Almost free-format text (ASCII) messages 

– <34>Oct 11 22:14:15 mymachine su: 'su root' 
failed for lonvick on /dev/pts/8 

– Transmitted via UDP or TCP/IP with optional 
SSL/TLS encryption 

– Generated by most routers, firewalls, UNIX systems, 
etc. 

• No native Syslog capability: Windows and z/OS 
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What’s a SIEM? 

• SIEM: Security Information and Event Management 
– SIEM aggregates event data produced by devices, systems and 

applications.  

• Consists of 
– SIM — log management, analytics and compliance reporting 

– SEM — real-time monitoring and incident management for security-related 
events 

• SIEM typically deployed to support three primary use cases: 
– Threat management — monitoring and reporting of user activity, data 

access and application activity 

– Compliance — log management and compliance reporting 

– A deployment that provides a mix of threat management and compliance 
capabilities 

• Key SIEM functions 
– Collecting Syslog messages 

– Correlation 

– Alerting and reporting 

– Cost effective, tamper-proof storage 
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Real-Time Alerts: Let your mainframe take 

advantage of network security tools 



Mainframe in the Network Security World 

Security Operations Center 

SIEM 

Web Server

Routers

Firewalls

Linux Windows

Unix
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Aren’t Mainframes Inherently Secure? 

• “The mainframe is the most securable platform” – 

Mark Wilson, RSM Partners, SHARE 2014 

 

 

• “Insider threats are the leading 

cause of data breaches in the last 

12 months” – Understand The 

State Of Data Security And Privacy: 

2013 To 2014, Forrester Research 

 
Source: Wikimedia 
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Yes, z/OS Can be Breached! 

• Logica, service bureau in Sweden, 
March to September 2012 

• Data including bank data, 
government agencies, credit cards 
– multiple LPARs 

• Access via FTP and TN3270, 
possibly initially using accounts 
stolen from breached Web server 

• Installed backdoor to allow easy 
ongoing access 

• Downloaded RACF databases, used 
PC hacker password cracking tool* 
to decrypt 30,000 passwords 

• Gottfrid Svartholm Warg, co-founder 
of The Pirate Bay, and an 
accomplice convicted June 2013 

 

*John The Ripper – you can Google it – 

includes explicit support for RACF 

password decryption 

Source: Wikimedia 
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“Hackers against Society” 

• Breach of CSC mainframe, 
April to August, 2012 

• Downloaded and also may 
have modified information in 
the driver’s license registry 
and an international 
database of wanted persons 

• Same mainframe also served 
Danish Tax Authority, the 
citizen ID number registry 
and other public agencies 

• Warg charged and awaiting 
trial (as of January 2014) 
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Your Mainframe is not a Silo 

• You may have separate mainframe and 

network security teams, but hackers do not 

• Breaches are systemic, not platform-specific 

• Warg and his accomplices moved freely 

among PC, Web, z/OS, UNIX – and Hercules 

• Protect your mainframe by correlating the 

indicators 
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Correlation is Power 

• More failed TSO logons than normal may not 

be significant … 

• But what if correlated with more intrusion 

detection system hits than normal, more 

firewall hits than normal, more Web logon 

failures than normal? 

• That is what SIEM systems do – think how 

powerful to add your mainframe into the mix 
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“Call the Doctor, not the Undertaker” 

• Traditional mainframe approach is nightly reports 

• But you want to find out about a breach now, not 
tomorrow morning 

• The Network Security World has real-time tools – why 
not utilize them? 
– When was the last time a batch report sent you a text? 

• Convert mainframe events to Syslog in real time 

• Leverage the SIEM software you probably already 
own for real-time alerts 

• PCI DSS, IRS Pub. 1075, SOX all require secure, 
archived log of accesses – why use expensive 
mainframe DASD? 
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z/OS Events Available Real-Time 

• Everything RACF, ACF2 and Top Secret 

• Start and end of TSO sessions, started tasks 
and batch jobs 

• PDS modifications: who modified 
SYS1.PARMLIB? 

• TCP/IP, TN3270 and FTP sessions and failures 

• File modifications: QSAM and VSAM files written 

• Everything DB2: a “Who’s Who” of PCI DSS 

• Dataset renames 
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What IP Address Edited SYS1.PARMLIB? 

<69>Mar 26 05:18:00 mvssysb TCP/IP: Subtype: Telnet 
SNA init - TermNm: TCPB2931 - RemtIP: 58.14.0.140 

 
<29>Mar 26 05:18:22 mvssysb SMF: Start - Work: TSO - 
JobID: TSU00863 - Group: RESTRICT - UserID: SYS013B 
- TermNm: TCPB2931  
 
<118>Mar 26 05:22:09 mvssysb DFSMS: Action: 
Add/Replace - JobNm: RU018A - Step: $TSUSER - Proc: 
$TSUSER - DSN: SYS1.PARMLIB - Vol: LS0501 - Flag: 
Replace - Mem: IEAAPF00 - UserID: SYS013B - POE: 
TCPB2931 - Group: RESTRICT 
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Real-time Mainframe Events – How? 

• “Big” Mainframe Products (may be near real-time) 

– IBM Security zSecure Alert 

– CA Compliance Manager 

• Forwarding via Off-Mainframe Formatting PC 

– MEAS from InfoSec, Centreville, VA  

Source: InfoSecInc.com 
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Real-time Mainframe Events 

• Lightweight started task 

– CorreLog Agent for z/OS 
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Brief Introduction to SIEMs 



What do SIEMs do? 

• Gartner: “Critical Capabilities for SIEM 
Technology” 
– Collect Syslog messages 

– Filtering 

– Correlation: establish relationships among 
messages and events with real-time alerting 

– Event normalization and taxonomy: logon, log on, 
signon, sign on, session start, session initiation, … 

– Log management: cost-effective storage, indexing, 
analysis and reporting 

– User and Application Monitoring 

– Compliance reporting 
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Correlation 
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Alert on Events by Text or E-Mail  
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Types of SIEMs 

• Conventional Software/Appliance/Virtual 
Appliance 
– Running on Linux, UNIX or Windows 

– HP ArcSight ESM 

– IBM Security QRadar 

– McAfee NitroView 

– LogRhythm 

– CorreLog Correlation Server 

– Splunk – does not call themselves a SIEM but 
customers use it as a SIEM, and Gartner positions it 
as a SIEM 
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SIEM in the Cloud: MSSP 

• Managed Security 

Service Provider 

– Some are hybrids with 

on-site “concentrator” 

appliance 

– Dell SecureWorks 

– IBM Managed Security 

Services 

– NTT Solutionary 

– Verizon 
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z/OS Events in HP ArcSight ESM 
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z/OS Events in Splunk 
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z/OS Departmental SIEM 

Security Operations Center 

SIEM 

z/OS Departmental SIEM 

z/OS Group 

Syslog 
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Mainframe Events in a SIEM Dashboard 

37 



Reference Material 



In conclusion … 

• We have covered 

– The two worlds of IT security 

– Why and How to get real-time 

event alerts by making your 

mainframe part of your overall 

enterprise security posture  

– A brief introduction to SIEMs 

• Questions? 

• Thank you! 
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